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Period for Reply 

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS, 

WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION. 

- Extensions of time may be available under the provisions of 37 CFR 1 .1 36(a). In no event, however, may a reply be timely filed 
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Status 

1 )E3 Responsive to communication(s) filed on 18 September 2006 . 
2a)D This action is FINAL. 2b)E3 This action is non-final. 
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closed in accordance with the practice under Ex parte Quayle, 1935 CD. 1 1 , 453 O.G. 213. 
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5) E3 Claim(s) 8-15.26-33 and 36-58 is/are allowed. 

6) E3 Claim(s) 1-7.16.17 and 19-25 is/are rejected. 

7) E3 Claim(s) 18 is/are objected to. 

8) D Claim(s) are subject to restriction and/or election requirement. 

Application Papers 
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DETAILED ACTION 

1 . This Office action is in response to the amendment filed on April 1 1 , 2006. 

2. Claims 1-33 and 36-59 are pending. 

3. Claim 59 is new. 

Response to Amendment 

4. The provisional double patenting rejection is withdrawn as the terminal disclaimer 
filed on 9/1 1/06 overcomes the provisional double patenting rejection. 

Response to Arguments 

5. The 1 12/2 nd paragraph rejections to claims 1-7 are withdrawn, as applicant's 
arguments, on pgs. 20-23 in the Remarks, are persuasive. 

6. Applicant's arguments against the prior art rejections to claims 1-25 are 
persuasive, (see in particular, pgs. 24-25) These rejections have been withdrawn. 
However, upon further consideration, a new ground(s) of rejection of claims 1-7 and 16, 
17 and 19-25 is made in view of Wiser et al. USPN 6,385,596 (hereinafter Wiser) and 
Kupka. 

Information Disclosure Statement 

7. The IDS submitted on 7/10/06 has been considered. An initialed copy of the IDS 
is enclosed. 
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Claim Rejections - 35 USC § 103 

8. Claims 1-6, 16, 17, 19-24 and 59 are rejected under 35 USC 103(a) as being 
unpatentable over Wiser et al. USPN 6,385,596 (hereinafter Wiser) in view of Kupka et 
al. PCT application publication No. WO 00/29928 (hereinafter Kupka). 

9. As per claim 1 , Wiser discloses a method for recording data to a recording 
medium, comprising steps of: 

a. detecting, when a recorder is going to record data to the recording 
medium, whether a terminal unit with a memory having media identification 
information recorded therein is connected; (col. 4:51-67) 

b. when it is detected that the terminal unit is connected to the recorder, 
exchanging an encryption key between the recorder and the terminal unit; (col. 
8:57-9:36) 

c. encrypting the media identification information read from the memory of 
the terminal unit with the exchanged encryption key and sending the media 
identification information from the terminal unit to the recorder; (19:15-19) 

d. encrypting the data to be recorded to the recording medium with the user 
identification sent from the terminal unit and recording the encrypted data to the 
recording medium. (6:38-40; 19:25-43) 

10. Wiser does not disclose the media identification information including user 
identification information. Kupka discloses a system for keying protected electronic data 
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using a compound key, wherein the compound key includes a user identifier; and 
wherein the compound key is used to encrypt the requested electronic data at the 
server prior to sending the electronic data to the user (pg. 27, line 23-p. 30, line 14). It 
would be obvious to one of ordinary skill in the art at the time the invention was made 
for the media identification information to include user identification, wherein the user 
identification is utilized as part of the encryption key to secure the requested electronic 
data. One would be motivated to do so to provide additional security by associating the 
downloaded electronic data to the user, as taught by Kupka, pg. 27, lines 22-26. The 
aforementioned cover the limitations of claim 1. 

11. As per claims 2-4, the rejection of claim 1 under 35 USC 1 03(a) as being 
unpatentable over Wiser in view of Kupka is incorporated herein, (supra) In addition, 
Wiser discloses the recorder authenticating the terminal unit when it is detected that the 
terminal unit is connected to the recorder, (col. 18:66-19:9) Furthermore with regard to 
the limitations of claims 2-4, these limitations are notoriously well known enhancements 
in the art. Examiner takes Official Notice of these teachings. It would be obvious to one 
of ordinary skill in the art at the time the invention was made to cease recording data 
when the recorder is not successfully authenticated to the terminal unit, because this 
step ensures that only authenticated users have access to the digital data. (Virtually 
every access program authenticating a user has this feature) It would be obvious to 
one of ordinary skill in the art at the time the invention was made to display an error 
message when the recorder has not successfully authenticated the terminal unit, 
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because it facilitates corrective action to be taken by the user to be successfully 
authenticated, (e.g. an error pop up message in the user's window) It would be obvious 
to one of ordinary skill in the art at the time the invention was made to display an 
indication that the terminal unit is not connected when it is detected that the terminal 
unit is not connected because it facilitates the correct action to be taken by the user for 
proper operation, (e.g. an error pop up message in the user's window) The 
aforementioned cover the limitations of claims 2-4. 

12. As per claims 5 and 6, the rejection of claim 1 under 35 USC 103(a) as being 
unpatentable over Wiser in view of Kupka is incorporated herein. In addition, the user 
identification information is stored in the memory of the terminal unit is set by the user 
and includes a user name; (Kupka, pg. 28, lines 9-10) and the user identification 
information includes information unique to the terminal unit, having been set at the time 
of shipment from the factory, (compound key includes unique identifier ) 

13. As per claim 16, the rejection of claim 1 under 35 USC 103(a) as being 
unpatentable over Wiser in view of Kupka is incorporated herein. In addition, Wiser and 
Kupka discloses a method of playing back a recording medium, comprising the steps of: 
when a player is going to play back a recording medium containing user identification 
information, intended to identify a user, and data having been encrypted with the user 
identification information and stored in the recording medium therewith, judging whether 
user identification information read from an information holder provided in the player to 
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hold user identification information sent from a terminal unit is coincident with user 
identification information read from the recording medium; and decrypting encrypted 
data read from the recording medium when the user identification information read from 
the information holder provided in the player is coincident with the user identification 
information read from the recording medium. (Wiser, col. 19:50-60; Kupka, pg. 27, line 
23-p. 30, line 14) It would be obvious to one of ordinary skill in the art at the time the 
invention was made for the media identification information to include user identification, 
wherein the user identification is utilized as part of the encryption key to secure the 
requested electronic data. One would be motivated to do so to provide additional 
security by associating the downloaded electronic data to the user, as taught by Kupka, 
pg. 27, lines 22-26. The aforementioned cover the limitations of claim 16. 

14, As per claims 17 and 19-22, the rejection of claim 16 under 35 USC 103(a) as 
being unpatentable over Wiser in view of Kupka is incorporated herein. In addition, 
Wiser discloses the recorder authenticating the terminal unit when it is detected that the 
terminal unit is connected to the recorder, (col. 18:66-19:9) Furthermore with regard to 
the limitations of claims 17 and 19-22, these limitations are notoriously well known 
enhancements in the art. Examiner takes Official Notice of these teachings. It would be 
obvious to one of ordinary skill in the art at the time the invention was made to cease 
recording data when the recorder is not successfully authenticated to the terminal unit 
and/or when the user identification information read from the memory of the terminal 
unit is not coincident with the user identification information read from the recording 
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medium, because this step ensures that only authenticated users have access to the 
digital data. (Virtually every access program authenticating a user has this feature) It 
would be obvious to one of ordinary skill in the art at the time the invention was made to 
display an error message when the recorder has not successfully authenticated the 
terminal unit, because it facilitates corrective action to be taken by the user to be 
successfully authenticated, (e.g. an error pop up message in the user's window) It 
would be obvious to one of ordinary skill in the art at the time the invention was made to 
display an indication that the terminal unit is not connected when it is detected that the 
terminal unit is not connected because it facilitates the correct action to be taken by the 
user for proper operation, (e.g. an error pop up message in the user's window) The 
aforementioned cover the limitations of claims 17 and 19-22. 

15. As per claims 23 and 24, the rejection of claim 17 under 35 USC 103(a) as being 
unpatentable over Wiser in view of Kupka is incorporated herein. In addition, the user 
identification information is stored in the memory of the terminal unit is set by the user 
and includes a user name; (Kupka, pg. 28, lines 9-10) and the user identification 
information includes information unique to the terminal unit, having been set at the time 
of shipment from the factory, (compound key includes unique identifier ) 

16. As per claim 59, the rejection of claim 1 under 35 USC 103(a) as being 
unpatentable over Wiser in view of Kupka is incorporated herein. In addition, the 
method further comprising, prior to encrypting the data to be recorded, changing the 
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user identification information sent to the recorder to content data owner identification 
information, wherein the data to be recorded is encrypted using the owner identification 
information. (Wiser, col. 19:25-31; Kupka, pg. 27, line 22-pg. 28, line 7: the compound 
key is generated for the purchase of online data by a user) It would be obvious to one 
of ordinary skill in the art at the time the invention was made for the media identification 
information to include user identification, wherein the user identification is utilized as 
part of the encryption key to secure the requested electronic data. One would be 
motivated to do so to provide additional security by associating the downloaded 
electronic data to the user, as taught by Kupka, pg. 27, lines 22-26. The 
aforementioned cover the limitations of claim 59. 

17. Claims 7 and 25 are rejected under 35 USC 103(a) as being unpatentable over 
Wiser in view of Kupka, and further in view of Searle USPN 6,683,954 (hereinafter 
Searle). 

18. As per claim 7, the rejection of claim 6 under 35 USC 103(a) as being 
unpatentable over Wiser and Kupka is incorporated herein. Neither Wiser nor Kupka 
discloses the user identification information including information unique to the terminal 
unit, having been set at the time of shipment from the factory. Searle discloses 
incorporating user specific information based on hardware information including a 
processor id, a network card address, a checksum of a component and the serial 
number of a hard disk drive, to generate an encryption key based on specific user 
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information, which reduces fraud, (col. 2:13-28) Therefore, it would be obvious to one of 
ordinary skill in the art at the time the invention was made for the user identification 
information to include information unique to the terminal unit, having been set at the 
time of shipment from the factory. One would be motivated to do so to generate 
identification information specific to a user and the hardware used by the user. The 
aforementioned cover the limitations of claim 7. 

19. As per claim 25, the rejection of claim 24 under 35 USC 103(a) as being 
unpatentable over Wiser and Kupka is incorporated herein. Neither Wiser nor Kupka 
discloses the user identification information including information unique to the terminal 
unit, having been set at the time of shipment from the factory. Searle discloses 
incorporating user specific information based on hardware information including a 
processor id, a network card address, a checksum of a component and the serial 
number of a hard disk drive, to generate an encryption key based on specific user 
information, which reduces fraud, (col. 2:13-28) Therefore, it would be obvious to one of 
ordinary skill in the art at the time the invention was made for the user identification 
information to include information unique to the terminal unit, having been set at the 
time of shipment from the factory. One would be motivated to do so to generate 
identification information specific to a user and the hardware used by the user. The 
aforementioned cover the limitations of claim 25. 
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Allowable Subject Matter 

20. Claims 8-1 5, 26-33 and 36-58 are allowed. 

21 . Claim 1 8 is objected to as being dependent upon a rejected base claim, but 
would be allowable if rewritten in independent form including all of the limitations of the 
base claim and any intervening claims. 



Communications Inquiry 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Jung W. Kim whose telephone number is 571-272-3804 
The examiner can normally be reached on M-F 9:00-5:00. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gilberto Barron can be reached on 571-272-3799. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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